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	AI Acceptable Use Policy
Human Resources and Recruiting: Sourcing, Screening and Candidate Data



	Version
	1.0
	Applies To
	All HR staff, recruiters & hiring managers

	Effective Date
	[Date]
	Maintained By
	[CHRO / HR Director / Compliance Officer]

	Last Reviewed
	[Date]
	Questions To
	[hr@organization.com]

	Next Review
	[Date, Annual]
	Status
	Active: Mandatory Compliance



1.  Purpose
This policy establishes standards for the use of AI tools in human resources, talent acquisition, and recruiting functions of [Organization Name]. It ensures compliance with federal and state employment discrimination laws, protects candidate and employee data privacy, reduces the risk of algorithmic bias in hiring decisions, and maintains the integrity of the organization's talent acquisition process.

2.  Scope
This policy applies to all HR professionals, recruiters, talent acquisition specialists, hiring managers, and anyone involved in sourcing, screening, interviewing, selecting, or onboarding candidates at [Organization Name].

3.  Key Definitions
AI Tool
Any software application, platform, or service that uses machine learning, large language models, or generative AI to produce, summarize, translate, classify, or otherwise process text, images, audio, or data, including but not limited to ChatGPT, Claude, Microsoft Copilot, Perplexity, Granola, Otter.ai, and Fireflies.ai.
Approved AI Tool
An AI application that has been reviewed and authorized by management, appearing in the Approved Tools table in Section 5 of this policy.
AI-Generated Output
Any content, analysis, recommendation, summary, or draft produced in whole or in part by an AI tool, regardless of the extent to which a human subsequently edited or reviewed it.
Data Processing Agreement (DPA)
A contractual agreement between the organization and a technology vendor governing how the vendor may collect, use, store, and protect data processed on the organization's behalf.
Confidential Information
Any non-public information belonging to the organization, its clients, employees, or business partners that is not intended for public disclosure, including financial data, client identities, contracts, trade secrets, and personnel records.
Protected Characteristic
Any characteristic protected from employment discrimination under applicable federal or state law, including race, color, religion, sex, national origin, age (40+), disability, genetic information, pregnancy, veteran status, and additional categories protected under applicable state law.
Automated Employment Decision Tool (AEDT)
Any computational process, including AI and machine learning tools, that substantially assists in or replaces discretionary decision-making in employment decisions including hiring, promotion, compensation, and termination.
Candidate Data
Any personally identifiable information collected from or about a job applicant during the recruiting or hiring process, including resumes, applications, interview notes, assessment results, and background check information.

4.  Data Classification & AI Permission Levels
All information processed through AI tools must be classified per the framework below. Employees are responsible for correctly classifying information before inputting it into any AI tool.
	Level
	Examples
	AI Tool Permission
	Handling Rules

	Level 1: Public
	Published materials, marketing content, general info
	Permitted in all approved AI tools
	No restrictions

	Level 2: Internal
	Internal processes, non-sensitive operations, team communications
	Permitted in approved AI tools
	Avoid including client-facing identifiers

	Level 3: Confidential
	Client names, contracts, financial data, business plans, employee records
	Enterprise tools with DPA only
	De-identify before use; manager approval required

	Level 4: Restricted
	SSNs, PHI, account numbers, privileged legal materials, trade secrets
	Prohibited without BAA / legal review
	Never input without explicit written approval



5.  Approved AI Tools
Only tools listed below are authorized for business use. Using any unlisted AI tool requires prior written approval from [Department Head / IT / Compliance]. This list is reviewed quarterly.
	Tool
	Vendor
	Approved Uses
	Restrictions

	ChatGPT Plus / Teams
	OpenAI
	Drafting, summarization, research, brainstorming
	Levels 1–2 only. Teams version preferred. No client PII.

	Claude Pro / Teams
	Anthropic
	Analysis, writing, document review, workflow design
	Levels 1–2 only. Teams version preferred. No client PII.

	Microsoft Copilot
	Microsoft
	M365 integration, email drafts, meeting summaries
	Levels 1–3 under M365 Enterprise Agreement terms.

	Perplexity Pro
	Perplexity AI
	Research, competitive intelligence, fact-checking
	Levels 1–2 only. No client-specific queries.

	Granola.ai
	Granola
	Meeting notes and call summaries
	Internal meetings only. Client calls: written consent required.

	Otter.ai / Fireflies.ai
	Various
	Meeting transcription, action item extraction
	Internal meetings only. Client calls: written consent required.



Recording Consent Note: Florida is a one-party consent state under Florida Statute 934.03. For calls where all participants are located in Florida, only one party's awareness of the recording is legally required. Calls involving participants in California, Illinois, Connecticut, Pennsylvania, Massachusetts, or other all-party consent states require disclosure and consent from all participants before recording. The written consent requirement in the approved tools table above reflects best practice for multi-state operations and is a legal requirement for any call involving participants in an all-party consent jurisdiction.

6.  Acceptable Use Standards
6.1  General Standards
1. Use only approved AI tools through organizational accounts where available, not personal accounts.
1. All AI-generated content must be reviewed and verified by a qualified employee before use in client communications, legal documents, financial reports, or official business materials.
1. Employees are individually accountable for the accuracy and completeness of any AI-assisted output they submit or publish.
1. AI tools may not make or automate final decisions that materially affect employees, clients, or third parties without documented human review.
1. Disclose AI tool use in internal records where required by your role, department, or applicable professional standards.

6.2  Output Quality & Verification
1. Verify all AI-generated facts, citations, statistics, and named references against primary sources before use in any business document.
1. Assume AI output may contain errors, outdated information, or fabricated references. AI systems do not know what they do not know.
1. Do not publish, send, or submit AI-generated content without a complete review for accuracy, tone, brand alignment, and regulatory compliance.
1. AI-generated content must not be submitted to courts, regulators, or clients without independent verification by a qualified professional.

7.  Prohibited Uses
	The following uses are strictly prohibited
1. Entering Level 4 Restricted data (including SSNs, PHI, account numbers, legally privileged materials, and trade secrets) into any AI tool without an executed BAA or DPA.
1. Using AI tools to discriminate against, profile, or make adverse decisions about individuals based on protected characteristics including race, gender, religion, national origin, disability, or age.
1. Inputting client communications, privileged information, or personally identifiable information into consumer AI tools that lack enterprise data protection agreements.
1. Generating content intended to deceive, mislead, or manipulate clients, regulators, or other parties.
1. Using AI-generated content to represent a human voice or professional opinion without required disclosure.
1. Using AI tools to circumvent security controls, access controls, or compliance requirements.
1. Using personal AI accounts for organizational data when an organizational account is available.
1. Using AI tools to screen, rank, or eliminate candidates based on any protected characteristic or any variable that functions as a proxy for a protected class.
1. Deploying AI video interview analysis tools without legal review under the ADA and applicable state biometric privacy laws.
1. Using FCRA-regulated background check or credit data as AI tool inputs without appropriate vendor agreements and FCRA compliance protocols.



8.  HR & Recruiting Standards
8.1  Bias Prevention & Anti-Discrimination
1. AI tools used in candidate sourcing, screening, or ranking must not use or infer protected characteristics as selection criteria, directly or through proxy variables.
1. Job descriptions generated or edited with AI assistance must be reviewed by HR and hiring managers for exclusionary language, gendered phrasing, or requirements that could disproportionately screen out protected groups.
1. AI-generated candidate shortlists, rankings, or screening scores are never final hiring decisions. All shortlists must be reviewed by a qualified human recruiter or hiring manager before advancing any candidate.
1. Do not instruct AI tools to screen candidates based on graduation years, employment gap periods, school names, or other criteria that may serve as proxies for protected characteristics.

8.2  Bias Audits for AI Screening Tools
1. Any third-party AI screening or assessment tool used to evaluate candidates must have documented bias audit results available upon request before deployment.
1. [Organization Name] will conduct or require annual bias audits of AEDT tools, consistent with emerging legal requirements in jurisdictions where the organization hires.
1. Bias audit results must be reviewed by HR leadership and retained as part of the organization's EEO compliance documentation for a minimum of two years.
1. New York City Local Law 144 (effective July 2023) requires bias audits for automated employment decision tools used in hiring for roles in NYC. Organizations hiring in NYC must comply regardless of headquarters location.

8.3  Candidate Data Privacy
1. Candidate PII (including resume content, assessment scores, interview notes, and background check results) is Level 3 data and may not be entered into consumer AI tools without appropriate data protection agreements.
1. AI-generated interview notes or summaries must be reviewed for accuracy and stored in the organization's applicant tracking system (ATS), not retained in AI tool conversation histories.
1. Candidate data must be retained and deleted in accordance with applicable employment law and the organization's data retention policy.
1. Background check and credit information obtained from consumer reporting agencies is governed by the Fair Credit Reporting Act (FCRA) and may not be processed by AI tools without appropriate vendor agreements and FCRA-compliant safeguards.

8.4  AI in Interview Processes
1. AI video interview analysis tools (tools that analyze facial expressions, tone, body language, or vocal patterns) carry significant legal risk under the ADA and applicable state biometric privacy laws. The Illinois Artificial Intelligence Video Interview Act (820 ILCS 42/1 et seq.) specifically requires employers to notify candidates when AI is used to analyze video interviews and to disclose the characteristics the AI evaluates. Consult with [Employment Counsel] before deploying any video interview AI tool in any jurisdiction.
1. AI-generated interview question sets must be reviewed by HR to ensure questions do not solicit protected characteristic information or create disparate impact risk.
1. Interview notes generated or summarized with AI assistance must accurately reflect candidate responses and must not include AI commentary on communication style, perceived cultural fit, or interpersonal characteristics.

8.5  Adverse Action & Candidate Transparency
1. If an AI screening tool contributes to a decision not to advance a candidate, that decision must be reviewable by a human recruiter and must be supportable on non-discriminatory, documented grounds.
1. Candidates must not be rejected solely on the basis of an AI-generated score without human review and documented reasoning.
1. Where required by applicable law, candidates must be notified that AI tools are used in the hiring process and provided with information about how to seek accommodation or human review.
1. Document AI tool usage in all hiring decisions as part of the organization's EEO-1 reporting and compliance documentation practices.

9.  Training & Accountability
Required Training
1. All covered employees must complete [Organization Name]'s AI acceptable use training within 30 days of hire and annually thereafter.
1. Employees who regularly use AI tools for client work or compliance-sensitive tasks must complete role-specific AI training before using approved tools for those purposes.
1. Managers must confirm direct reports have completed required training before granting AI tool access for business purposes.

Accountability
1. Each employee is individually accountable for their AI tool usage and any output they submit or publish.
1. Departments must maintain records of AI tool usage where required by applicable regulations or professional standards.
1. The [AI Policy Owner / Compliance Officer] is responsible for maintaining this policy, conducting annual reviews, and responding to AI-related incidents.

10.  Policy Violations & Incident Response
Consequences
Violations of this policy may result in disciplinary action up to and including termination of employment, revocation of AI tool access, and referral to applicable professional or regulatory authorities.
Reporting
1. Report suspected AI policy violations or data exposure incidents immediately to [Compliance Officer / IT Manager / HR].
1. Report potential data breaches involving AI tools within 24 hours of discovery.
1. Do not attempt to investigate, correct, or conceal a suspected AI-related incident without first notifying the appropriate internal contact.
Incident Response Steps
1. Contain: Immediately restrict further AI tool access to the affected data or system.
1. Assess: Determine the scope and nature of data affected, including classification levels and any individuals impacted.
1. Notify: Alert affected parties and regulatory bodies as required by law and this policy.
1. Document: Preserve records of the incident, timeline, and remediation steps taken.
1. Review: Update this policy and related controls to prevent recurrence.

11.  Florida Compliance Note
	Florida-Specific Regulatory Context
1. The Florida Civil Rights Act (Section 760.10, Fla. Stat.) prohibits employment discrimination based on race, color, religion, sex, national origin, age, handicap, or marital status. AI tools used in hiring must not perpetuate or amplify discrimination on any of these bases.
1. Florida has not yet enacted a comprehensive AI-in-hiring law equivalent to NYC Local Law 144. However, federal EEO laws (Title VII, ADA, ADEA, GINA) apply to all Florida employers regardless of the absence of state-specific AI hiring legislation.
1. Florida employers who hire for positions in jurisdictions with enacted AI hiring laws (New York City and Illinois) must comply with those laws for candidates in those locations, regardless of where the employer is headquartered. Maryland and several other states have AI hiring legislation in development. Monitor state legislatures in any jurisdiction where the organization actively recruits.
1. Florida's data privacy legislation is evolving. HR teams should monitor Florida legislative updates for employee and candidate data privacy requirements, including any future amendments to the Florida Information Protection Act (FIPA).
1. Florida employers should review EEOC's 2023 guidance on AI and automated systems in employment for practical compliance recommendations applicable in all states.

Note: Florida AI-specific legislation is actively evolving. Organizations operating in Florida should monitor the Florida Legislature and consult qualified Florida-licensed legal counsel to ensure ongoing compliance.



12.  Policy Maintenance & Review
1. This policy is reviewed annually or whenever significant changes to AI technology, applicable law, or organizational practices occur.
1. The policy owner will communicate material updates to all covered employees within 30 days of any revision.
1. AI capabilities and regulatory requirements evolve rapidly. Treat this policy as a living document, not a permanent compliance framework.
1. Policy version history is maintained by [Compliance Officer / IT Manager / Department Head].

	CCPA/CPRA Applicability Check
1. The California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) may apply to your organization if you collect personal data from California residents and meet applicable thresholds: 100,000 or more consumers or households annually, or 25% or more of annual revenue derived from selling personal information.
1. Law firms, RIAs, healthcare practices, financial institutions, and HR teams with California clients, patients, or employees should assess CCPA/CPRA applicability with qualified legal counsel before finalizing this policy.
1. CCPA/CPRA requirements include data subject rights (access, deletion, correction, opt-out of sale or sharing), data retention obligations, and consumer privacy notice requirements that intersect directly with how AI tools process personal information.



13.  Employee Acknowledgment
By signing below, I acknowledge that I have read, understood, and agree to comply with this AI Acceptable Use Policy. I understand that violations may result in disciplinary action, including termination, and may be reported to applicable professional or regulatory authorities.

	Employee Name (Print)
	
	Date
	
	Employee Signature

	

	Manager / Supervisor (Print)
	
	Date
	
	Manager Signature



Questions about this policy should be directed to: [Policy Owner  |  email  |  phone]
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